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Abstract

Cybersecurity is a matter of care and responsibility of all participants in cyberspace. The process of
providing cybersecurity requires much more than simply imposing technical measures. The report
examines the implementation of a human-oriented approach to building and developing culture of
cybersecurity in a university environment through problem-based learning.

The culture of cybersecurity concerns the knowledge, beliefs, perceptions, attitudes, norms and values
of people and how this manifest themselves in the behaviour of students in their interactions with
information technologies.

The report aims to make security considerations an integral part of students' learning, habits and
behaviour by incorporating them into their daily actions through a problem-based approach.

Adopting such an approach to cybersecurity allows a sustainable digital culture to evolve from the
behaviour and attitude of users to information assets in cyberspace, and subsequently to take the
function of a natural firewall.

A well-developed culture shapes security thinking in every student, improving their resilience to
emerging cyber threats, while avoiding the imposition of subsequent strict security measures.

The implementation of problem-based learning is designed to improve the effectiveness of the
development of culture in the context of cybersecurity and to help develop a wide range of skills in
students. In this way, students have the opportunity to take control of their studies and make their own
decisions.
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1 INTRODUCTION

The development of the range of issues related to the culture of cybersecurity is directly dependent on
the increasing consumption of modern information and communication technologies. The Internet has
changed and continues to transform everyone's life, work and social behaviour. Internet users are
growing by the second. Globally, approximately 4.66 billion people use the Internet, or 60 per cent of
the global population. [1] According to the NSI (National Statistical Institute of the Republic of Bulgaria)
in 2020 78.9% of households in Bulgaria had access to the Internet in their homes, which is 3.8%
more than in the previous year. The highest percentage of people who regularly use the Internet
(every day or at least once a week) are between the ages of 16 and 24 (91.5) [2]

The global pandemic caused by the spread of the coronavirus has also affected consumer behaviour
worldwide. In October 2020, online traffic in 20 different industries increased by 1.5 percent compared
to the reference period in January 2020. [3] Measures imposed to limit the spread of the disease have
changed the way households use the Internet, as daily activities have become more virtual. The
closure of universities and the transformation of traditional teaching into online learning are part of
these measures. Thanks to the Internet, students have the opportunity to continue their education, but
unfortunately they have also become potential victims of Internet attacks. [4] [5]

Awareness of cybersecurity is an important topic for everyone. The challenges that Covid-19 posed to
all users of the World Wide Web necessitated a reassessment of the level of cybersecurity culture for
all users of the World Wide Web and of the learning platforms.

This report is part of the Research Fund project NeDN 15/2 "Conceptual model for generating trust and
leadership based on image in the university information environment" of the University of Library
Studies and Information Technologies and focuses on students at higher education institutions, who
are one of the main groups of active users of all services and resources provided on the Internet.
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Research shows that nowadays students spend a lot of time on the Internet not only in their free time,
but also in searching and researching information related to their studies. [6]

Although technological advances make everyday life easier, they also add additional risks to students,
due to the fact that often younger people do not pay the necessary attention to information security for
reasons of different nature. The continuous improvement of personal knowledge and skills regarding
the safety of cyberspace is of paramount importance, which leads to the application of different
approaches to learning.

2 METHODOLOGY

E-learning has changed the way higher education works, becoming more proactive in building or
finding new services, approaches and methods that can enable students to continue their education,
despite the circumstances imposed by the global pandemic. [7] Naturally, the widespread use of e-
learning has put on the agenda the issues of safe use of various platforms and information resources
and last but not least the overall behaviour of learners in cyberspace.

Achieving an acceptable level of cybersecurity requires the development of solutions that encourage
certain consumer behaviour in the reality of cyberspace. The increased level of cybersecurity culture,
in turn, enhances consumer protection online without requiring the acquisition of in-depth
technological knowledge. In order to change users’ overall behaviour in terms of security, the methods
for building cybersecurity culture should be focused on the social, cultural and ethical aspects of the
user. When we talk about cybersecurity, we should not limit our focus to the integration of information
security technologies only. We should think about people, about consumers. [8] The level of
cybersecurity culture is important for everyone, but shaping and developing it in the younger
generation can be particularly challenging. Students need to build and develop such a culture of
cybersecurity that provides them with safety and protects them from the ever-increasing, in both form
and quantity, number of online frauds or attacks. According to researchers in the field of security
culture, it consists of three main factors - awareness, compliance, ownership, and research puts
emphasis on the fact that cyberculture is much more than awareness. [9] [10]

Cybersecurity training is increasingly being implemented in syllabi in all specialties, not only for
information and communication technologies professionals. This process seems to be still in a
development stage, and it is not uncommon for lectures in cybersecurity disciplines for non-specialist
students to focus more on "informing" about cyberspace threats. A method is needed to make
students want to upgrade both their knowledge and their skills regarding their personal online safety; a
method that is oriented both to students and the specific discipline. [11]

Achieving the goals of cybersecurity education for students from specialties outside the IT field implies
methods that meet their needs and attract their attention, creating conditions for upgrading
competencies and a desire for continuous improvement. Problem-based learning is such type of an
appropriate method of teaching in disciplines related to Internet security. Problem-based learning is
based on students’ work in groups (teamwork) in order to solve a real problem. Applying a problem-
oriented approach during university studies, strengthens teamwork among students, stimulates their
critical thinking, especially the ability and skills needed in decision-making and problem solving. [12],
[13] Another advantage of problem-based learning is the reduction of "information overload" since it is
easier for students to select only important information without having to study a large amount of
unnecessary information. [14]

The application of problem-based approach in cybersecurity education in a university information
environment allows the focus to be placed on the human factor as a key component of the
environment in the context of cybersecurity.

Although most crimes in cyberspace are targeted, they are often committed accidentally, too. Clicking
on a supposedly harmless link in an email from a friend or just a bad habit like using a weak password
can make it easier for cybercriminals. The application of a technical method as a stand-alone solution
is ineffective in preventing security breaches. Investing in information security products cannot
guarantee complete protection if it is not accompanied by the right IT security skills and a good
understanding of cyber threats. Users have certain understanding that can affect the security process
positively or negatively. [15] Problem-based learning provides an opportunity to examine and explore
the behaviour, attitudes and the way to protect the user when using virtual space. In combination with
the application of the game approach, students find it much easier to learn the basic principles and
methods of protection against malicious IT attacks. [16] This creates prerequisites for a natural

8868



construction of the main element of cybersecurity culture - lasting changes in consumer behaviour,
leading to compliance with certain security measures and a way of using virtual environment.

The application of problem-based learning methods in a university learning environment provides
ample opportunities to acquire basic skills and experience on key topics of cybersecurity, as well as to
realize its importance and overcome the restricting perception that cybersecurity refers only to the
application of technological solutions by IT specialists.

3 RESULTS

When implementing and using problem-based learning to raise the level of cybersecurity culture, it is
necessary that students should be acquainted with the specific approach in advance; they should be
given clear instructions and possess basic knowledge of the discipline. In order to make an
appropriate choice of the level of difficulty of the specific problem, presented for solving to students, it
is necessary to establish their initial level of awareness. For this purpose, a short questionnaire,
covering key topics on cyber threats, can be used.

Such a questionnaire was used at the University of Library Studies and Information Technologies
among second-year students majoring in National Security before proceeding to solve more complex
problems. The questions concerned:

— Determining / identifying a phishing attack;

— Threats when using public Wi-Fi networks;

— Choosing a secure/strong password;

— Ways of storing/remembering the used passwords online;
— Naming known types of malware;

— Online presence and social networks.

The results of the completed questionnaire gave us an idea not only of the level of students’
cybersecurity culture, but also directed us to the questions that triggered the greatest interest,
comments and discussions. Students’ answers in this type of questionnaire help in choosing a
problem that will be assigned to them to solve later. The questions can be selected for various
reasons such as: the most common cyberattacks, the most commonly used technologies, some of the
most important means of providing protection, etc.

The specific current issues highlighted in the process of problem-based learning, aimed at enhancing
cyber security culture, can be synthesized in the so-called "social engineering".

3.1 Social engineering

As we have pointed out in the previous sections, technology alone is not enough to achieve a
sufficient level of online protection. It is an indisputable fact that cyberspace users are often the
weakest link in information security systems. They are often cheated / deceived in order to spread
sensitive information. Jeremy Schoeneman: “Today, there are many ways an attacker will try and
compromise a corporate network, but in the end, the individual is at the highest risk from an attack.
Attackers will take whatever means necessary to break into a network and steal information, and the
most popular, and most successful, is by way of social engineering. “[17]

The social engineering attack is based on the impact on people to disclose/share valuable information.
Like the malicious hacker who seeks vulnerability in information systems, the social engineer takes
advantage of traits such as human curiosity, devotion, naivety, etc. [18] Attackers can contact their
targets by phone, email or direct contact to gain access to a valuable information resource. Examples
are deception, phishing emails, fake websites, etc. This gives grounds for choosing specific tasks to
be assigned to students in the process of cybersecurity training to focus on current situations that
have led or may lead to a real threat.

3.1.1 Pretexting

Pretexting or creating a false identity or pretending to be someone else for malicious purposes is a
very popular type of social engineering attack. An attacker can befriend people and ask for passwords
and login information, telling them that these are needed for his role as a computer systems
administrator, or simply someone in trouble and in need of help. [19], [20] The essence of pretexting is

8869



that a social hacker invents a story to persuade his victims to reveal information they should not
disclose. Direct face-to-face meetings require increased attention to detail, such as our body
language.

3.1.2 Phishing attack scenario via email or website

Phishing remains a popular method of identity theft, fraud and the spread of malware. The practice of
sending emails, using known sources as senders, in order to mislead the user and obtain sensitive
information. These emails address topics that are relevant at the moment, such as holidays, events
with great popularity among the public, even charity topics, fake emails from technical support, banks,
etc. are used. These messages aim to extract valuable information mainly about credit / debit cards,
as well as usernames for the purpose of misuse and profit. In indirect meetings, such as by phone or
email, the social engineer is required to focus more on verbal manners.

And since the topic of the phishing email needs to be relevant in order to intrigue the recipient, what is
more relevant than emails with information about medicines / vaccines using the confusion caused by
the spread of coronavirus; [21]

Sample Phishing click bait Subject Lines:
Click here for COVID-19 vaccinations;
— Message from the World Health Organization;

Click here for Coronavirus-related information;
— COVID 19 Preparation Guidance;
COVID-19 related phishing emails with malicious file attached:
— Dear frie_nd, go through the attached document for safety measures regarding the spreading of
corona virus....
— Good day, please find attached report for COVID-19 preparation guidance...

The examples are also based on actual attacks in cyberspace. [22]

4 CONCLUSIONS

Threats in cyberspace will continue to be successful as long as there is someone who can be
psychologically manipulated in some way. Control over online security depends on users who need to
take care of their cybersecurity culture and, above all, its development. The application of problem-
based learning with students is a good choice not only for developing the culture of cybersecurity, but
also for exploring comprehensive and often ill-defined cybersecurity issues in the real world. Problem-
based learning is oriented towards students and active pedagogy, which presents complex, open and
real problems to promote the study of concepts and principles.
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